
  

FSD and Cyber Safety 



  

Who is this Guy?

● Grew up in Fullerton, Rolling Hills Ladera Vista, graduated CSUF
● In industry for 28 years
● With FSD 18 years
● In charge of district network
● Do digital forensics investigations and data recovery and data destruction
● Father of 3 boys
● In my free time I repair computers, do data recovery and data destruction, 

digital forensics investigation, and play jazz guitar.



  

Securing Yourself 

● Phishing and Popups.

● Poor password security.

● Out data systems.

● Lost Mobile devices and other accidental data loss.

● Sharing too much on social media.

● Not realizing you are a target!



  

Hackers and More on the “Why”….

● Should you use “FREE” services?

● How hackers operate.

● Your data is the new currency, you should know how much your paying.



  

Phishing and Pop Ups



  

What to Look For Common Clues

● Message that creates a sense of urgency.

● It sounds too good to be true (no you did not just win the lottery)!

● Official organizations don’t usually send messages full of grammatical errors 
and spelling mistakes

● Personal emails @gmail.com @yahoo.com @hotmail.com



  

What to Look For Common Clues 
cont.

● Message is generic “Dear Customer” “Dear NETFIX User” “Dear Wells 
Fargo Customer”.

● No legitimate organization should request sensitive info over email 
(password, credit card or social security number).

● Message comes from someone you know but “something isn’t right”.  From 
boss, co-worker, friend to gain trust.



  

Example Email



  

Example Email



  

Securing Your Home Network

● Change default password on router.
● Always use WPA2 passwords.
● Know all your devices (baby monitors, game consoles, TV’s and your 

car).



  

It’s Tax Season. ..yay

Warning Signs of an Online Tax Scam:
● An email or link requesting personal and/or financial information, such as your name, social security 

number, bank or credit card account numbers, or any additional security-related information.
● Emails containing various forms of threats or consequences if no response is received, such as additional 

taxes or blocking access to your funds.
● Emails from the IRS or federal agencies. The IRS will not contact you via email.
● Emails containing exciting offers, tax refunds, incorrect spelling, grammar, or odd phrasing throughout.
● Emails discussing "changes to tax laws." These email scams typically include a downloadable document 

(usually in PDF format) that purports to explain the new tax laws. However, unbeknownst to many, 
these downloads are almost always populated with malware that, once downloaded, will infect your 
computer.



  

Secure Your Devices ● Keep your software up to date.
● If you share a device have separate accounts.
● Computer should have firewalls and antivirus.
● Before disposing of a device have it professionally wiped
● Use pins and pass codes.

Other Good Habits For Staying Safe



  

Accounts and Passwords



  

Password Selection What To Do….

●  Minimum 12 characters

● 1 Symbol

● 1 Number

● 1 Capital letter

2R*vb3!kcV



  

Password Selection What NOT To 
Do….

Password1
1401Valencia
F@cebook1

Pet Names, Kids Names, Birthdays, Street Addresses



  

Password Selection Why It’s Important



  

Sharing too Much on Social Media

Bits and pieces add up to BIG holes.



Shares and Likes

● Bits and pieces make a big “security hole”
● Post vacation later, never say when you’re out of town
● Don’t share work related information
● What they already know, BIG DATA











● Bits and pieces make a big “security hole” in other Waze!



  

Things FSD Does 

● https://www.commonsense.org

● Filtered Internet.

● Tracking

https://www.commonsense.org/


  

Common Sense Media and Digital 
Citizenship



  

Common Sense Media and Digital 
Citizenship

FSD Matrix

Lesson Digital Footprints

https://docs.google.com/document/d/1VONJhR6ybTSOonVWP83xXvrYS0uHoGcpvkbO8Wrr7fw/edit?ts=5d55c608
https://docs.google.com/presentation/d/1_R7L4gvtSEzv1CHwBxPIJmLPO4D9I2ziUr0rKp9e0P4/edit#slide=id.g524b55ab78_0_23


  

Common Sense Parent Resources 



  

Internet Filtering

What it is and what it isn’t



  

Sites and Categories 



  

Internet Reporting

10.22.80.152



  

Home Monitoring

Device usage is always in a public place.
No account allowed I don’t have a password to.



  

Home Monitoring Electronic

OpenDNS https://opendns.com

OurPact https://ourpact.com

Circle https://meetcircle.com

AT&T https://att.com/smarthomemanager

https://opendns.com/
https://ourpact.com/
https://meetcircle.com/
https://att.com/smarthomemanager


  

Home Monitoring Cont



  

ATT Smart Home Manager 

● Set filter profiles for devices on what you 
deem approiate.

● Set bed times and access times.
● Block all or some devices.



  

Q & A

● 714-447-7483

● sam_ricchio@fullertonsd.org

● sam.ricchio@gmail.com

● @samricchio

mailto:sam_ricchio@fullertonsd.org
mailto:sam.ricchio@gmail.com
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